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Abstract 

 
The United Kingdom is focused on expanding its drone-industrial base as an economic and defence priority, yet the 

country’s export-control regime still treats many drone-capable subsystems as ordinary commercial goods. Change 

is needed, as advocacy organizations have released explicit evidence of UK-made drone components implicated in 

explosive violence against citizens that were exported as uncontrolled goods. The rise of drone-warfare has 

compounded these existing enforcement difficulties by rendering many off-the-shelf electronic components critical 

to FPV production.  

 

This paper argues that the issue is primarily structural, and not enforcement-driven. The UK’s export control legal 

framework permits components that are functionally capable for integration into military drones to be exported 

with little or no scrutiny. Two specific legal gaps produce this outcome. First, the Strategic Export Control List 

relies on performance thresholds that exclude many commercially available components even when those items are 

fully usable in military drones. Second, catch-all controls depend heavily on exporter self-classification, creating an 

environment where firms face strong incentives to self-declare “No License Required” to prioritize speed, cost 

savings, and plausible deniability over faithful adherence to catch-all controls. These incentives operate in practice 

through three recurring pathways: manipulating HS codes, intermediary routing enabling diversion and re-export, 

and documentation practices that stress benign end uses. The paper then grounds these mechanisms through three 

case studies of UK-origin components appearing in drones utilized in conflict-zones, with each examining the 

relevant loophole that enabled each instance to occur. Comparative case studies of the US and EU export control 

regimes follow this to determine the structural features contributing to robust oversight and enforcement 

mechanisms. Finally, recommendations are provided for policy changes to increase UK oversight of 

below-military-grade drone components. 

 

This paper makes a contribution that does not currently exist in the literature or policy debate by connecting several 

dimensions—including the legal framework, capacity of enforcement agencies, firm behavior, and existing evasion 

mechanisms—to provide a holistic explanation of why the UK export control regime fails to exercise meaningful 

oversight over uncontrolled drone components. Our findings provide UK policymakers and advocacy organizations 

with concrete recommendations for regulatory change. 

 



5 
 

Context: The UK’s Drone Industrial Base 

 
The government of the United Kingdom, as part of its Defense Industrial Strategy, positions drones and related 

technologies as a pillar of a broader effort to use defense as an engine of economic growth, supported by state 

investment and skills programs.1 By 2030, the UK drone manufacturing industry is projected to contribute up to 

£30 billion to the national economy, reflecting rapid expansion across both civilian and defense applications.2 Unlike 

other producers, which focus on complete drone platforms, the UK’s comparative strength lies in high-value 

subsystems, such as micro-electromechanical system (MEMS) sensors, navigation systems, optical sensors, and 

lightweight composite airframes.3 

 

UK-made drone-compatible imaging devices, such as thermal, low-light, and optical sensors, are often branded and 

used for civilian purposes such as inspection or mapping. Yet these exact sensor types are also indispensable to 

manufacturing drones suited to ISR (intelligence, surveillance, and reconnaissance) operations and kamikaze 

drones.4 Flight-control microcomputers produced by UK firms have broad recreational and civilian applications, but 

have also been found in first-person view (FPV) drones throughout the Russo-Ukrainian War.5 These are just two 

examples of drone components that have both civilian and military applications; yet it becomes clear that drone 

subsystems traditionally used in only civilian contexts are now inherently dual-use. 

 

The UK drone subsystem industry has experienced sustained export growth over the past decade, especially to 

states that serve as intermediaries in global drone supply chains, such as Israel, Saudi Arabia, Turkey, and the UAE.6 

UK Arms export data illustrates the broader context: between 2021 and 2024, the UK authorized between £1 

billion and £4.5 billion per year in arms and related licences to 84 countries, 23 of which used explosive weapons in 

populated areas, causing tens of thousands of civilian deaths and injuries. Saudi Arabia, Turkey, and the UAE remain 

among the key customers. UK-origin technology and components have supported foreign drone programmes such 

as Turkey’s Bayraktar series and Israeli drones implicated in explosive violence against civilians.7 

 

The UK’s export-control regime is governed by the Export Control Order 2008, which establishes the framework 

for the types of goods to be classified as dual-use, while the Strategic Export Control List  includes the specific 

goods subject to dual-use licensing requirements.8 Although all drone components should be subject to dual-use 

licensing, the present regulatory system allows a significant quantity to be exported as uncontrolled 

goods—requiring no license and commercially available. However, these same uncontrolled components have been 

documented in drones found in Gaza, Nagorno-Karabakh, and Ukraine. While these components are often used 

for civilian purposes, it is critical that they be subject to a dual-use licensing schedule, as they can easily be 

repurposed into conflict-zone-capable drones. 
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Firms prefer to export their goods under civilian classifications for a variety of reasons. If a component is formally 

classified as dual-use, exporters must apply for licences, complete end-use verification checks, and maintain 

extensive audit-ready documentation.9 Firms often avoid this designation because it slows export timelines 

significantly and can block access to certain markets. Overall, dual-use status increases compliance costs, introduces 

liability risk, and can trigger customer concerns in non-defense commercial sectors. 

 

Since the early 2010s, drone-manufacturing firms have engaged in behavior such as slightly modifying their products 

to classify them on less stringent controlled-goods lists.10 However, evading licensing entirely is a relatively new issue 

that coincides with the rise of modern warfare using FPV drones manufactured with traditionally off-the-shelf 

technology. Advocacy organizations have released explicit evidence of UK-made drone components implicated in 

explosive violence against citizens that were exported as uncontrolled goods. However, in response to findings that 

drone components were found in Russian drones, the UK Government responded that “it is making every effort to 

stop British companies from exporting components for weapons production to Russia,” but would look into the 

issue nonetheless.11 This response highlights that the UK Government did not have prior knowledge of the extent 

of the issue and is reactively acting to violations of export controls. A significant motivating factor for the lack of 

government action is industry lobbying from UK defense companies, which have consistently campaigned to either 

remove licensing requirements for drones and drone components since 2011.12 
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Regulatory Framework and Gaps 

 

This section analyzes the structural legal framework of the UK export control regime to reveal two regulatory gaps 

that enable drone components with inherent dual-use functions to avoid licensing requirements. 

 

Performance-based Thresholds 

A major initial structural gap stems from the emphasis placed on performance-based thresholds in the Strategic 

Export Control List, which allows goods with the functional capability to integrate into military drones to be 

exported uncontrolled, so long as they remain below certain performance thresholds. The Strategic Export Control 

List incorporates the Wassenaar Arrangement, a multilateral export control regime in which member states 

coordinate their national export control efforts to curb the spread of certain armaments.13 Wassenaar Categories 6 

(Sensors and Lasers), 7 (Navigation and Avionics), and 9 (Aerospace and Propulsion) are particularly relevant 

because they encompass components commonly found in unmanned aerial vehicle (UAV) platforms.14 These 

categories control components only when they exceed specific performance levels.15 This use of performance-based 

thresholds was an intentional design choice originally intended to avoid over-regulating mass-market commercial 

electronics in a technological context where strategically sensitive hardware was clearly distinguishable from 

commercial electronics.16 

 

However, with the rise of drone warfare, FPV drones are often constructed out of the same components that a 

drone hobbyist could purchase online, which fall far below the Strategic Export Control List’s performance 

thresholds.17 Presently, a more important metric is function: two components can have the same capability to be 

integrated into a military drone with only a tiny difference in performance, but one would be controlled, and the 

other would not. The present threshold-based model is outdated and excludes many commercially available 

components used in FPV drones, including optical sensors, microcontrollers, and avionics subsystems, because they 

fall below the established performance requirements. As a result, these items are legally permitted for export to 

countries of concern. This dynamic reflects a structural issue of the export-control system rather than an 

enforcement failure. Firms could exploit the system by slightly decreasing the performance of their goods to ensure 

they can be exported on uncontrolled schedules. Although there is currently no evidence of wrongdoing, UK arms 

companies have abused performance-based thresholds in the past by slightly decreasing the performance of their 

products.18 
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Catch-all Controls 

A second structural gap arises from the UK’s catch-all controls, which rely on firms to self-assess whether their 

products require a license, with little scrutiny to ensure accurate compliance. While the UK has agencies such as HM 

Revenue & Customs (HMRC) to ensure that all goods on the Strategic Export Control List obtain the proper 

licenses, there is far less oversight of uncontrolled goods.19 To prevent uncontrolled goods from being used for 

military purposes, the UK uses a system of catch-all controls. Catch-all controls require firms to obtain a license to 

export their goods—even if they are not included on the Strategic Export Control List—if there is reason to believe 

that they will be used for a military purpose.20 However, the onus of determining whether those goods might be 

used for a military purpose rests with the firm itself, and if a firm self-assesses as “No License Required,” (NLR) 

there is little oversight of the export's destination and purpose.21 In practice, this creates a permissive environment 

in which exporters’ interpretations of the end-user play a decisive role in determining whether a component enters 

global supply chains without scrutiny. 

 

It is true that exporters can lack visibility into downstream uses of commercial electronic goods, and many 

intermediary destinations do not raise immediate red flags. However, exporting firms can also undertake measures 

to hide the extent of their knowledge of downstream buyers and their purposes and consciously forgo applying for 

a license even when they are legally required. Given that this system of catch-all controls creates a payoff structure 

in which the benefits of an expedited process and saved costs far outweigh the low likelihood of being caught, it is a 

rational decision for firms to evade the UK catch-all controls. As a result of the emphasis on firms to self-classify, 

the catch-all mechanism captures only a narrow subset of UAV-capable components that fall below control 

thresholds but nonetheless contribute to military drone manufacturing. 

 

Recap 

When these two structural issues are combined, the present result is that the majority of drone components fall 

below the Strategic Export Control List’s technical thresholds and can therefore be exported as uncontrolled goods, 

receiving little oversight beyond a weak legal obligation to self-report potential violations of catch-all controls. 

 

Taken together, these gaps highlight deeper structural issues within the UK export control regime. The lists of 

dual-use goods were originally developed at a time when military hardware was clearly distinguishable, and the 

emphasis on technical thresholds was intended to ensure predictability while reducing regulatory burdens on 

commercial industry.22 However, modern UAV systems heavily utilize commercially available components that were 

not considered strategically significant when these frameworks were established.23 This dynamic is reinforced by the 

limited effectiveness of catch-all controls due to the pitfalls of exporter self-classification. These are not 

enforcement-related issues; rather, they are deep, structural deficiencies. This structural misalignment lays the 
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groundwork for understanding the common loopholes UK firms abuse to export inherently dual-use drone 

components as uncontrolled goods.  
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Enforcement and Exploitation  

 

Most drone component manufacturing firms export products below the technical thresholds of the Strategic Export 

Control List and, therefore, are only subject to catch-all controls, under which they must apply for a license if there 

is reason to believe their goods will be used for military purposes. This section begins by arguing that weak 

enforcement frameworks heavily influence firms' behavior by incentivizing them to prioritize evading oversight and 

feigning innocence if caught, rather than effectively deterring them from violating catch-all controls in the first 

place. This section then analyzes three ways firms abuse this loophole to export uncontrolled goods for military 

purposes while hiding their tracks and creating a purported sense of innocence. 

 

The “Civilian” Blindspot 

The UK export control regime’s weak and fragmented enforcement capacity has created an environment in which 

firms are likely to violate catch-all controls, hide their tracks, and maintain plausible deniability if caught. Under 

catch-all controls, exporters are legally required to seek a license if they have reason to suspect their products might 

be used for military purposes. The Export Control Joint Unit (ECJU) reviews the details of uncontrolled goods 

shipments only when exporters voluntarily seek a licence or request guidance.24 Therefore, a silent majority of 

products exported by firms that self-declare as NLR evade the scrutiny of the ECJU entirely. 

 

Once an exporter designates a shipment as NLR, responsibility shifts to HMRC, which is tasked with investigating 

and enforcing export-control law to ensure accurate compliance with catch-all controls.25 Critically, when firms are 

caught violating catch-all controls, criminal prosecution requires proof of conscious intent to subvert catch-all 

controls. This subjective threshold has incentivized exporters to characterize violations of catch-all controls as 

accidental errors.26 In 2023, HMRC and Border Force reported 266 seizures of misclassified goods and 260 

voluntary disclosures, yet secured only 15 criminal prosecutions.27 This data reveals that British firms are using a 

variety of methods to evade being caught for violating catch-all controls and to feign innocence if caught.28 

 

Harmonized System 

To evade detection for violating catch-all controls, exporters frequently take advantage of the Harmonized System 

(HS), a globally standardized system for classifying goods, to shape how HMRC perceives their goods. However, by 

categorizing goods according to broad physical characteristics, HS codes compound the opaqueness of exports. 

Exporters often select classifications that make uncontrolled drone components with potential military applications 

appear benign, reducing the likelihood of scrutiny.29  
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HS code 8542.31 illustrates this problem. This umbrella category encompasses both low-value consumer 

microcontrollers and the high-performance processors that have been recovered from Russian guidance systems.30 

The UK–US Common High Priority Items List (CHPL) lists 8542.31 as a Tier 1 item of “the highest concern,” yet 

because it is ubiquitous in civilian electronics, it continues to be treated as a standard commercial code at the 

border.31 The UK has still not embedded this Tier-1 risk into routine customs screening, instead relying on general 

due diligence, leaving most 8542.31-coded items to move under the presumption of civilian trade.32 

 

End-use verification & Re-exporting 

A central weakness enabling firms to circumvent catch-all controls is the lack of end-use verification measures. 

When exporters apply for a military or dual-use Standard Individual Export Licence (SIEL), they must submit an 

End-User Undertaking (EUU) form to identify the final user.33 However, uncontrolled shipments do not require an 

EUU. The absence of this documentation eliminates the evidence necessary to prove that firms consciously knew 

the final destination and use of their exports in a prosecution. The lack of end-use verification has enabled firms to 

evade being caught and preserve their purported innocence in two ways. 

 

Firstly, firms often use intermediaries in other countries to claim plausible deniability for being associated with the 

end-user. Exporters often ship items to non-embargoed jurisdictions, such as Kazakhstan, Turkey, or the UAE, 

which serve as transshipment hubs that facilitate diversion into sanctioned nations.34 Intermediaries create front 

companies that appear legitimate, and despite UK government guidance on "red-flag" indicators (such as residential 

business addresses), these entities routinely purchase sensitive microelectronics. Because the UK conducts no 

routine post-shipment verification (PSV) checks on uncontrolled goods, there is no mechanism to verify, for 

example, whether items declared for "industrial monitoring" were not diverted to military drone manufacturers. 

Similarly, because exporters aren’t required to fill out an EUU, if HMRC attempts to prosecute a firm, exporters can 

maintain their innocence by stating that they were unaware of the end-user's identity. 

 

Although UK firms might not necessarily want their products to end up in embargoed destinations, they are aware 

of where their products go, and dealing with intermediaries allows them to maintain plausible deniability while still 

making profit. Regardless, the UK has still not integrated these shortcomings into updated procedures: shipments 

through known transshipment hubs do not automatically trigger ECJU review or enhance due diligence by HMRC. 

 

Secondly, on invoices, audits, and other documents tracking exports, firms will emphasize the final commercial uses 

of the export. Compliant intermediary firms will be told to stress benign purposes for the imports in export 

documents, such as agricultural surveying or industrial monitoring. These descriptions satisfy formal documentation 

and make it difficult for HMRC to demonstrate the requisite knowledge threshold for prosecution. 
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Recap 

In conclusion, a combination of the ECJU putting the onus to self-classify on firms themselves and a lack of 

required documentation results in a weak oversight framework that incentivizes firms to carefully evade the 

requirements of catch-all controls. Firms employ several methods, including adopting ambiguous HS codes, using 

intermediary nations, and emphasizing the supposed commercial purposes of their exports. If firms’ components 

are documented in conflict zones, the lack of end-user verification measures and firms’ extensive efforts to conceal 

their awareness of violations make conviction of knowingly violating catch-all controls nearly impossible.
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Case Studies 

 

The continued diffusion of UK-made drone components into contemporary conflict zones has raised persistent 

questions about the adequacy of the UK’s export control regime. Although UK law maintains extensive restrictions 

on military and dual-use technologies, manufacturers continue to ship ostensibly civilian parts abroad under 

uncontrolled classifications. These items, once exported, have repeatedly been incorporated into weapons systems 

deployed in active hostilities. The following section lays out three illustrative case studies of uncontrolled UK-made 

drone components appearing in conflict zones and analyzes the legal and enforcement deficiencies allowing each 

instance to occur. 

 

Case Study One: Lack of End-User Certification 

In 2020, an Armenian National Committee of America report identified Andair Ltd FS20 Type-1 fuel valves inside 

Turkish Bayraktar TB2 drones used by Azerbaijan during the ongoing Nagorno-Karabakh conflict.35 UK authorities 

stated that no export licenses had been granted to Azerbaijan, which had been under an arms embargo since 1992.36 

Given that Azerbaijan was under an arms embargo, the most likely explanation of how UK-made drone 

components ended up used by the Azerbaijani military is that the components were integrated into drones and then 

re-exported. 

 

Andair confirmed that it was exporting its components to Baykar, the manufacturer of the TB2 drone.37 Andair’s 

fuel valve is below the thresholds outlined in the Strategic Export Control List, but as Baykar is a defense company, 

it is highly unlikely that Andair was able to evade catch-all controls and presumably obtained a SIEL. However, once 

incorporated into TB2’s, these products were re-exported to Azerbaijan without the knowledge of UK authorities. 

When the case was broken, Andair terminated its relationship with Baykar to comply with UK export controls.38 

 

The knowledge gap of UK authorities is driven by the weak end-user certification methods contained in SIELs. 

SIELs only require pre-export end-user certification measures, such as EUUs, yet have no post-export end-user 

certification measures, such as PSV checks.39 The Andair fuel valve case thus reveals a deeper issue with the UK’s 

export control regime: inadequate end-user certification measures in SIELs allow intermediary nations to 

incorporate UK drone components, then re-export them to sanctioned entities outside of UK oversight. The UK 

must either reform SIELs to incorporate stronger end-user certification measures or strengthen catch-all controls to 

require a more stringent license to be obtained. While it is unknown whether Andair was aware of the re-export of 

their components, UK authorities were certainly unaware until the watchdog report was revealed.40 
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Case Study Two: Interpretive Decontrol 

In 2024, investigative reporting revealed that Israeli Aerospace Industries’ APUS-25 quadcopter, which has been 

used in Gaza strikes, was equipped with heavy-fuel engines produced by Dorset-based RCV Engines.41 The pathway 

enabling this outcome can largely be traced to regulatory decontrol. In 2022, the UK government removed RCV’s 

gasoline and heavy-fuel four-stroke UAV engines from the military export list. According to RCV, their engines were 

“now free from export license controls,” enabling them to be shipped globally without a SIEL.42 However, public 

records and official replies complicate the narrative: a written parliamentary question to the Department for 

Business and Trade clarified that the only formal amendments to the propulsion‑engine control entry (ML10.d / 

9A001) since 2020 concerned aero‑engines manufactured before 1946, and did not decontrol engines designed for 

UAVs.43 Therefore, while RCV claimed their engines were unrestricted, the government may not have formally 

removed them from the list. One plausible explanation for this contradiction is that the engines were interpreted as 

falling below the “specially designed for military use” threshold, allowing RCV to export them under commercial 

channels or Open General Export Licenses without SIELs or end-user certification.44 

 

In practice, this decontrol created a seamless pathway into commercial export channels, enabling continued 

downstream military integration due to a lack of end-user certification for uncontrolled goods. The lack of licensing 

obligation allowed Israeli Aerospace Industries to integrate RCV engines into the APUS-25 platform without 

regulatory oversight.45 Even after the UK suspended around thirty export licences to Israel in late 2024, RCV’s 

products continued to move freely, unaffected by the broader restrictions.46 Campaign groups have argued that this 

regulatory gap, reinforced by political lobbying and influence within the arms lobby in Parliament, created a 

structural exemption that enabled UK-made drone engines to enter an active conflict zone with no oversight.47 The 

RCV case exemplifies how deliberate removal or interpretive decontrol from export control lists creates sweeping 

licence exemptions with significant security implications. This case also highlights the inherent issues with not 

requiring end-user certification for all uncontrolled drone components being exported to a high-risk country such as 

Israel. 

 

Case Study Three: Failure of Catch-all Controls 

Recently, the president of  Ukraine, Volodymyr Zelenskyy, publicly stated that on the night of October 5th, 2025, 

Russia used 549 weapons containing 102,785 foreign-made components, including UAVs with UK-made avionics 

and microcontrollers.48 The UK has formally banned all direct exports of military items to Russia since 2014 and 

stated that “it is making every effort to stop British companies from exporting components for weapons production 

to Russia,” but would look into the issue nonetheless.49 

 

Investigations into Russian Orion, Shahed-variant, and Lancet UAVs repeatedly show that once sold to 

third-country clients, such as Armenia, Kazakhstan, Kyrgyzstan, and the UAE, such components are re-exported 



15 
into Russia’s drone programme without triggering UK oversight.50 For example, Kazakhstan’s exports of microchips 

to Russia jumped from $245,000 in 2021 to $18 million in 2022, demonstrating the exponential increase in 

re-exports to Russia.51 

 

This case highlights several issues with the UK export control regime. These avionics and microcontrollers are 

functionally capable of integration into UAVs but fall below the performance-based thresholds that would classify 

them as dual-use components under the Strategic Export Control List. Because firms can export these components 

on uncontrolled schedules, they are subject to little scrutiny and only catch-all controls, requiring a license only if 

there is reason to suspect the product will be used for military purposes under catch-all controls. By utilizing 

intermediary countries and exporting under traditionally commercial HS codes, firms maintain plausible deniability 

of requisite intent to violate catch-all controls if their products are found in Russian UAVs. Had all firms exporting 

items functionally capable of UAV-integration to high-risk re-exporting destinations been required to submit 

end-user certification forms, the transfusion of UK-made drone components into Russia would become far more 

difficult. This case provides a concrete example of the massive increase in re-exports of drone components to 

Russia as firms are incentivized to evade catch-all controls through intermediary firms and ambiguous HS codes 

while maintaining plausible deniability if caught. 
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US and EU Dual-Use Export Frameworks 

 

This section examines the dual-use export control frameworks of the United States and the European Union, 

focusing especially on how each system governs uncontrolled drone components. The purpose is to identify the 

regulatory strengths within the US and EU models and assess the extent to which similar mechanisms exist, or do 

not exist, within the United Kingdom’s export control regime. This analysis provides a comparative basis for 

understanding where the UK framework aligns with leading international practice and where structural differences 

emerge. 

  

United States Dual-Use Framework  

The US oversees dual-use exports under the Export Administration Regulations (EAR), administered by the Bureau 

of Industry and Security (BIS).52 

  

The US system is characterized by a combination of list-based controls, broad catch-all rules, stringent end-user 

screening, extraterritorial jurisdiction, and strong enforcement infrastructure. Together, these features enable the US 

to regulate civilian-classified drone components more aggressively than many other countries. The US system is 

widely regarded as one of the most comprehensive and strongly enforced export control regimes globally, 

particularly in its treatment of civilian-classified but militarily sensitive technologies.53 

  

Classification 

Items subject to US export controls are classified under the Commerce Control List (CCL) through an Export 

Control Classification Number (ECCN).54 Many advanced drone components, including specialized sensors, 

guidance electronics, and avionics, fall under specific ECCNs and require export licences prior to shipment. This 

list-based classification system provides the primary technical foundation of US export controls. 

​

Within the CCL framework, “normal commercial items” fall under the generic classification EAR99. This category 

includes many components that may be used in drones but are not designated as “military-grade,” such as inertial 

sensors, imaging modules, GNSS receivers, and MEMS components. This ensures that civilian-classified 

components are not automatically exempt from scrutiny.55 

​

While the UK maintains a dual-use list, uncontrolled electronics that do not meet performance thresholds fall under 

“non-listed items” and are subject only to UK catch-all controls. However, UK catch-all controls are narrower and 

applied less frequently than US EAR99 scrutiny. In practice, if an item is uncontrolled, UK exporters often assume 
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it is low-risk unless explicitly notified otherwise by authorities. Thus, the conceptual structure exists in the UK, but 

the operational use is far less expansive than EAR99.56 

  

    EAR Part 744 Catch-All Controls​

The US maintains one of the broadest catch-all systems in the world. The EAR focuses on end-user-based controls, 

under which controlled or EAR99 goods are automatically subject to licensing requirements if the importer is on 

the Entity List, Military End-User List, or Denied Persons List.57 This objective system, focusing on who the buyer 

is, removes any question of whether the exporter had reasonable grounds to suspect military use. For drone 

components, this is crucial because commercial electronics are widely substitutable in military UAVs.58 

 

In contrast, the UK catch-all controls focus on whether firms have reasonable grounds to suspect that their goods 

will be used for military purposes. If a firm's goods are found in foreign military products, authorities must prove 

that the firm had the requisite knowledge of the final use of their goods, which is subjective and easy to contest. As 

maintaining plausible deniability is easy when found violating catch-all controls, firms are incentivized to evade 

them. Given that the burden of detecting suspicious end-use is primarily on the firm rather than on the 

government, as in the US system, evasion is incentivized. 

  

End-User Lists and Beneficial Ownership Screening 

Under US catch-all controls, if the end-user is a known high-risk or sanctioned entity, even “harmless” parts require 

an export license. BIS maintains the Entity List, along with related control lists such as the Denied Persons List, 

Unverified List, and Military End-User List. These lists identify organizations and firms considered high-risk.59 If an 

export involves any listed party, including the purchaser or end-user, a licence is required, even for EAR99 civilian 

items, as part of US catch-all controls. As of 2025, BIS also applies a 50% beneficial ownership rule, treating any 

foreign company owned or controlled by a listed entity as if it were itself listed.60 This broadens the web of scrutiny 

across international supply chains.  

​

The UK maintains its own lists (e.g., the UK Sanctions List, Military End-Use controls). However, the UK does not 

employ a 50% ownership rule, and its sanctions listings are narrower than those on the US Entity List. Thus, the 

UK system is less expansive in scope, and beneficial-ownership-based screening is not present in a comparable 

form. 

  

De Minimis Extraterritorial Rule 

The US applies a de minimis jurisdiction rule under the EAR, whereby foreign-manufactured items that incorporate 

a threshold level of US origin-controlled content remain subject to US export control authority, even when 

produced entirely outside the US.61 This rule enables US regulators to exert extraterritorial legal control over foreign 
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drone manufacturing firms that incorporate US-origin components or technology. This rule is particularly critical 

when dealing with re-exports. A foreign company that imports a US-origin component still needs US authorization 

to re-export it or integrate it into military equipment meant for export. 

 

The UK does not have an equivalent de minimis jurisdiction rule. UK-origin components incorporated abroad 

typically fall outside UK control unless the finished product is re-exported directly from the UK. Thus, this 

powerful US regulatory tool has no UK parallel. 

  

Enforcement and Post-Shipment Verification 

The BIS conducts PSV checks abroad for both controlled items and civilian-classified EAR99 items when a 

diversion risk exists. Triggers for PSV for uncontrolled items include suspicious intermediaries, newly formed 

trading companies, high-risk destinations, and links to sanctioned entities or military drone programs.62 Moreover, 

the BIS operates a formal overseas end-use monitoring program, under which US officials visit foreign buyers after 

export. BIS further monitors re-export pathways using end-use checks, intelligence reports, and battlefield 

component recovery.63 These PSV checks create a credible deterrent and enable detection of actual diversion into 

military UAV supply chains. 

​

On the other hand, the UK does not conduct any sort of PSV checks to monitor the end-use of military and 

dual-use equipment exported from the UK.64 

 

European Union Dual-Use Framework 

The EU regulates dual-use exports through Regulation (EU) 2021/821, which combines list-based controls with 

expanded catch-all authorities and new provisions on cyber-surveillance and misuse related to human rights.65 The 

EU framework is unique in integrating normative considerations, such as repression, privacy violations, and internal 

security abuses, into traditional export control logic. 

 

Annex I Classification System 

The EU regulates dual-use exports under Regulation (EU) 2021/821 (EU Dual-Use Regulation), which governs the 

export, transfer, brokering, transit, and technical assistance of dual-use goods, software, and technology.66 The EU 

maintains a common dual-use items list (Annex I) that includes electronics, sensors, avionics components, and other 

sensitive technologies, which require prior authorization.67 The UK still uses the retained Annex I from EU law. In 

terms of classification thresholds and list structure, the UK is almost identical to the EU system. 
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Article 4 Catch-All Controls 

This feature allows EU Member States to impose controls on non-listed items if exporters know or suspect they 

may be used for military end-use in embargoed states, internal repression, terrorism, or destabilizing surveillance.68 

It broadens control over civilian-classified items while enabling responsiveness to emerging drone-adapted 

technologies. 

​

The UK’s catch-all is based on the same pre-Brexit EU framework, but post-Brexit, it has not expanded in scope as 

the EU did in the 2021 recast.69 UK authorities rely more heavily on case-by-case notifications, unlike the EU 

framework’s broader “know or suspect” standard. Thus, UK authority technically exists but is less active, less 

expansive, and less risk-based. 

 

Article 5 (Cyber-Surveillance Catch-All) 

The EU has a unique provision allowing restrictions on non-listed cyber-surveillance tools that could be used for 

human-rights violations. This recognises that drone technology can be misused not only in military contexts but 

also in human-rights-sensitive policing and repression. 

 

The UK has no equivalent standalone cyber-surveillance catch-all. The UK does prohibit exports that directly 

support internal repression, but it does not impose a general obligation covering drone-surveillance items. Thus, this 

is a significant regulatory difference. 

 

Exporter Due-Diligence Requirement 

EU exporters must implement internal compliance programs (ICPs) and conduct due-diligence assessments when 

exporting potentially high-risk technologies, even when uncontrolled.70 This law shifts part of the responsibility for 

risk assessment to the private sector, improving early detection of problematic end users.71 

​

The UK encourages compliance programs but does not require them. There is no mandatory due diligence 

obligation for exports of uncontrolled drone components. A lack of compliance programs in the UK is a major 

driver of UK firms' conscious decision to subvert catch-all controls. 
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Recommendations: 

 

Based upon a comprehensive review of the UK’s export control regime, common loopholes exploited by firms, case 

studies of uncontrolled components found in conflict-zone drones, and the US and EU legal and enforcement 

frameworks, several recommendations could be implemented to improve the UK’s system. 

The UK government should reform the legal framework of its export control regime in several ways: 

❖​ First, the UK Strategic Export Control List should be updated to incorporate function-based thresholds 

alongside performance-based ones, to ensure that all UAV-compatible components are subject to ECJU 

oversight. Many cases of low-performance components being exported on uncontrolled schedules with little 

scrutiny and later found incorporated in military FPV drones highlight the need for function-based controls. 

The UK could model this system off the US ECCN system, which establishes a separate category for 

components that are drone-compatible, but not “military-grade,” and are subject to greater oversight. 

❖​ Second, the UK should expand its list of high-risk entities and intermediaries, which remains far less 

expansive than the US and EU. In particular, the UK should implement a 50% ownership rule modeled off 

the US system, which treats any foreign company owned or controlled by a listed entity as if it were itself 

listed. 

❖​ Third, the UK should reform its catch-all controls to require that any goods exported to a listed entity 

obtain a license. The current UK system, prioritizing reasonable suspicion of final military use, is highly 

subjective and incentivizes exploitation. On the other hand, a list-based system is entirely objective and 

enables far greater breadth, as any component destined for a high-risk entity, regardless of performance, is 

subject to oversight. 

❖​ Fourth, restrict or revoke the use of Open General Export Licences which require less end-user 

certification, for drones, drone components, and related software, requiring instead case-by-case SIELs. 

The UK government should reform oversight procedures and the relevant agencies in several ways: 

❖​ First, any drone component exported to conflict-affected or high-risk intermediary states should be 

subject to enhanced oversight and scrutiny, regardless of an exporter’s NLR self-classification. This should 

be implemented through mandated end-user certification and post-shipment verification, including 

occasional random checks on uncontrolled goods. Doing so would ensure items reach the listed user, are 

used for the given purpose, and are not re-exported, as it occurred in the Turkish Bayraktar TB2 incident. 
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❖​ Second, the UK should strengthen cooperation between the presently disjointed ECJU, which sets licensing 

requirements, and HMRC, which enforces and investigates export-control violations. This could be done by 

publishing a yearly joint strategy outlining enforcement focus areas and priority technologies to align efforts. 

Furthermore, the ECJU could also automatically notify HMRC when exporters self-declare NLR for 

high-risk goods or routes to increase scrutiny. 

❖​ Third, the UK should restore the now-defunct Committees on Arms Export Controls, which was tasked 

with scrutinizing government policy on arms licensing with a focus on conflict risks and preventing 

complicity in human-rights abuses.72 In 2024, the Committees on Arms Export Control was disbanded and 

replaced with a far smaller sub-committee within the Business and Trade Committee.73 

❖​ Fourth, the process by which firms petition to have their product removed from controlled item lists must 

be reformed to increase public oversight. Currently, if the government approves a firm's petition for 

removal from controlled items lists—typically due to lobbying—, there is no requirement to publicly 

disclose a rationale, which occurred in the RCV Engines case. Additionally, petition requests should be 

subject to review from independent technical experts to ensure that decontrol decisions are made based on 

objective facts rather than political lobbying. 

The UK government must take targeted action to stop the flow of strategically sensitive microelectronics to Russia 

through transshipment hubs by implementing several reforms:  

❖​ First, all Common High Priority List Tier 1–2 goods exported to known transshipment hubs should be 

subject to mandatory ECJU review, even when firms self-classify NLR. 

❖​ Second, if the ECJU requires a Tier 1-2 good to obtain a SIEL, exporting firms should be required to 

submit not only an end-user undertaking but also conduct post-shipment verification to prevent 

diversion. 

❖​ Third, establish a dedicated Tier 1–2 monitoring agency to execute PSV checks. 
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